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Introduction 

 

Cryptocurrency is now the vehicle of choice for criminals engaged in all manner 
of crimes 

 

— In the United States, we’re seeing almost daily reports of cases in which 
some form of cryptocurrency was involved in the commission of a fraud, 
theft, embezzlement, or international money laundering offense 

 

— And law enforcement has had to respond by finding better ways not 
only to detect and prevent the crimes from occurring 

 

— But also to recover the property under the asset forfeiture laws, and 
return it to the victims  

 

It happens that the most effective way of doing that is under the civil forfeiture 
laws 

— Why?  Because the perpetrators of a great many of the cryptocurrency 
offenses are either unknown . . . 
 

— he may be some anonymous figure sitting at a computer keyboard in 
India, North Korea, Nigeria, or wherever 
 

— or an identified person who is residing overseas in a country that is 
unlikely to extradite him to the United States to face criminal charges 

 

Recovering property through criminal forfeiture requires a criminal conviction 
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— and there is no way to obtain a conviction without a warm body to hale 
into court to put on trial 

 

But civil forfeiture does not require a conviction, or even a criminal case 

 

— if you know where the property is located,  
 

— and you can establish a nexus between the property and a crime that 
occurred within your jurisdiction 

 

— you can bring an action and recover the property under the civil 
forfeiture laws 

 

— even if the perpetrator’s identity is unknown or it is impossible to bring 
him to trial in a criminal case and obtain a criminal forfeiture judgment 
against him 

 

In the United States, we have done this successfully in tens of crypto cases in 
the last five years 

 

— cases involving scammers who convince victims to convert their 
savings to cryptocurrency and entrust it to the scammers 

 

— cases involving criminals who launder the proceeds of their fraud 
schemes and other crimes by converting it to cryptocurrency 

 

— cases involving persons who use cryptocurrency to purchase illicit 
material like child pornography and drugs on the darkweb 

 

— and cases involving the outright theft of cryptocurrency from the wallets 
maintained on cryptocurrency exchanges 

 

Federal prosecutors and law enforcement agents in the U.S. have had success 
in recovering millions of dollars in cryptocurrency in all of those cases and others 
under the civil forfeiture laws 
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— but in doing so, they have had to address a number of novel issues, 
both procedural and substantive 

 

• how do you seize or gain control over cryptocurrency? 

 

• How do you provide notice to an anonymous or foreign person? 

 

• Can you get a default judgment if no one files a claim? 

 

• What are the legal grounds that make cryptocurrency forfeitable? Is 
it proceeds?  Facilitating property?  Something else? 

 

• What do you do if the tainted cryptocurrency has been commingled 
with other funds? 

 

• What evidence is sufficient to trace the cryptocurrency to a crime?   
 

• Is blockchain analysis reliable as evidence? 

 

I do not know the answers to all of those questions 

 

— But I am going to take you through about a dozen federal cases from 
the United States where those issues were litigated and addressed by 
the courts 

 

— In this way, I hope to demonstrate the variety of ways in which 
cryptocurrencies have been used to commit criminal offenses 

 

— And at the same time, to show how the courts in the United States have 
begun to address the questions that have arisen – and will arise – when 
the Government uses civil forfeiture to recover those funds. 

 

Simple Scam Cases 

 

Let me start with 3 simple cases involving straightforward scams 
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In United States v. 0.40401694 Bitcoin Seized from Binance, the victim posted 
a message on Telegram asking for help with a cryptocurrency trading error 
 

— Someone, who it turns out was based in Nigeria, but who posed as a 
Telegram manager, contacted him and offered to help 

 

— To do so, the “manager” said, he needed the information needed to 
access the victim’s cryptocurrency wallet 
 

— The victim provided the information and $125,000 in cryptocurrency 
was immediately transferred out of his wallet  
 

— The FBI was able to trace the money through a series of intermediate 
steps to accounts at Binance and seized it, and the Government filed a 
civil forfeiture action against it, sending notice to the account holders via 
email 
 

— No one filed a claim and the court entered summary judgment for the 
Government  

 

• United States v. 0.40401694 Bitcoin Seized from Binance, 2025 WL 1262041 
(E.D. Tenn. Apr. 30, 2025); 

 

In United States v. Any and All Virtual Currency . . . at Binance, the victim 
received an email stating that her computer had been infected by a virus 

 

— When she clicked on the link provided in the email, she was instructed 
to call “technical support” and spoke with a person who said that money 
had been accidently deposited into her bank account 
 

— Told that she had to return the money, the victim withdrew $14,000 from 
her account and deposited it into a bitcoin ATM 

 

— Agents traced the funds through several bitcoin accounts to one held at 
Binance which froze the account at the Government’s request   
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— The Government posted notice of the forfeiture action on its website, 
www.forfeiture.gov, and sent direct notice to the account holder to the 
email address used to open the account (which geolocated to India).   
 

— When no one filed a claim, the court entered a default judgment after 
finding that the notice was constitutionally sufficient. 

 

• United States v. Any and All Virtual Currency . . . at Binance, 2024 WL 
1942159 (W.D. Tenn. May 2, 2024); 
 

And in United States v. Approximately 1.10387626 Bitcoin, a person 
impersonating a Secret Service agent called Victim,  
 

— told him that his bank account had been compromised,  
 

— and said that to secure his funds, he should immediately leave work, go 
to his bank, and transfer the contents of his account to a “secured 
digital wallet.”   
 

— The victim complied, transferring $40,000 to a digital wallet using a QR 
code supplied by the caller 
 

— Realizing that he had been defrauded, Victim contacted the real Secret 
Service which traced his funds to a Binance account.   
 

— At the Service’s request, Binance froze the account and the 
Government ultimately seized the funds with a seizure warrant.   
 

— Using the information Binance maintained in its Know Your Customer 
(KYC) file, the Government sent notice by email to the Account Holder, 
who again turned out to be located in India.   
 

— When the account holder did not respond, the Government moved for, 
and the court entered, a default judgment. 

 

http://www.forfeiture.gov/
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• United States v. Approximately 1.10387626 Bitcoin, 2024 WL 490460 (E.D. 
Cal. Feb. 8, 2024). 

 

What do these three cases have in common? 

 

— All involve the victim of a straightforward scam who voluntarily sends 
his or her money to the fraudster as cryptocurrency  
 

— Contacts a law enforcement agent who is able to trace the money to a 
Binance account (a cooperative, legitimate cryptocurrency exchange) 
 

— That freezes the account at the Government’s request until the 
Government can obtain a seizure warrant 
 

— Then the Government commences a civil forfeiture action sending 
notice to the email address that the fraudster used to open the Binance 
account 
 

— And when no one files a claim, the court enters a forfeiture judgment by 
default. 
 

That is the best case scenario 

 

— But not all civil forfeiture cases involving cryptocurrencies are that 
simple 

 

— Or involve such a relatively small amount of money 

 

One relatively simple case that involved a great deal of money  
 

— and required the assistance of a foreign law enforcement agency -- 
 

— was United States v. Approximately 3879.16242937 Bitcoin 

 

In that case, an employee of a Japanese insurance company embezzled $154 
million from his employer by diverting the money from the employer’s account at 
a bank in Bermuda to an account in California.   
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— The California account was a Coinbase account that the employee 
falsely represented to be controlled by his employer. 
 

— The employee then laundered the money by instructing Coinbase to 
convert the $154 million to bitcoin in a wallet that he controlled.  
 

— With the assistance of Japanese law enforcement, the FBI seized the 
bitcoin pursuant to a warrant by transferring it to the FBI’s bitcoin wallet.   
 

— And the Government then filed a civil forfeiture action against the 
bitcoin, sent notice to the embezzler by mail to his physical address in 
Japan, and moved for an interlocutory sale so that the money could be 
converted back to dollars.   
 

— The court granted the motion, designating the $161 million in proceeds 
as a substitute res. 

 

— The embezzler did not file a claim and the Government settled the claim 
filed by the victim, agreeing to return all $161 million to it 

 

• United States v. Approximately 3879.16242937 Bitcoin, 2022 WL 11625551 
(S.D. Cal. Jul. 12, 2022); 

 

Commingling Cases: Proceeds; Property Involved in Money Laundering 

 

But what about the more complicated cases, where the victims’ money gets 
commingled with other funds 

 

In United States v. Approximately 32113.63 Tether (USDT) Cryptocurrency, 
just as in the first three cases, the Government filed a civil forfeiture complaint 
against a quantity of cryptocurrency seized from an account at Binance, alleging 
that it was the proceeds of a fraud scheme 

 

— But this case was different 
 



8 
 

— the victim of the scheme was told by a person posing as a 
commissioner with the Federal Trade Commission that her identity had 
been stolen 

 

— and that she needed to purchase $15,000 in Bitcoin using a Bitcoin 
ATM 

 

— and send the bitcoin to a specific bitcoin address, which she did 

 

— investigators traced the money to the account at Binance where it was 
converted to Tether, but found that along the way it was commingled 
with additional bitcoin from other sources  
 

— So, what the Government seized was the entire 32,113.63 Tether 
(USDT) in the Binance account, not just the $15,000 traceable to the 
Victim 

 

No one filed a claim, and the Government moved for a default judgment  
 

— But the court had to decide whether the Government was entitled to all 
of the seized money or only the part traceable to the Victim 

 

— In the end, it held that given the timing and circumstances, there was 
reason to believe that the commingled funds were derived from similar 
frauds perpetrated against other victims 

 

— And that accordingly, the Government was entitled a default judgment 
against the entire account as the proceeds of fraud 

 

• United States v. Approximately 32113.63 Tether (USDT) Cryptocurrency, 
2023 WL 1108729 (E.D. Wis. Aug. 18, 2023) 

 

That approach will work 

 

— If the commingled funds all appear to have been derived from a similar 
pattern of fraudulent transactions 
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— The circumstantial evidence may be sufficient to support the forfeiture 
of the entire sum as the proceeds of fraud  
 

— But that may not be the optimal way to recover funds in a commingled 
account 

 

In United States v. Approximately 1,360,000.748 Tether, a person believed to 
be a Chinese national, … 

 

— befriended the Victim, an elderly Chinese-American woman, through 
social media and told her of his great success in investing in 
cryptocurrency.   
 

— At this person’s direction, the Victim downloaded an investment app 
called NYMEX, purchased over a million dollars in stable coins on 
legitimate cryptocurrency exchanges such as Coinbase, and transferred 
them to the NYMEX website to invest.   
 

— When the website indicated that Victim was enjoying huge gains, she 
convinced family members to add their funds to the NYMEX 
investment. 
 

— Altogether, Victim and her family transferred $5.5 million in stable coins 
to the website, only to discover, when they were unable to withdraw 
their funds, that the website was a fraud, and that all of the purported 
“gains” were fictitious. 

 

The FBI was able to use blockchain analysis to trace Victim’s money through a 
series of 14 “hops” where the funds were converted to other cryptocurrencies 
such as DAI, USDC and Tether, before coming to rest in a particular account.   
 

— But they determined that along the way, just as in the previous case … 

 

— Victim’s funds had been combined with millions of dollars in 
cryptocurrencies from at least 29 other persons who complained that 
they were also victims of a similar investment fraud. 
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The Government obtained a seizure warrant for the account and commenced a 
civil forfeiture action alleging two theories: 

 

— that the funds constituted proceeds of the fraud against the victim and 
the 29 other victims 

 

— and even if the other money was not fraud proceeds, it was forfeitable 
as property involved in the laundering of Victim’s money 

 

— So, it sent notice to the address of the Chinese national who appeared 
to be associated with the account, but when no one filed a claim, the 
court entered a default judgment 
 

— Finding that the evidence supported the judgment under both theories 

 

• United States v. Approximately 1,360,000.748 Tether, 2024 WL 348815 (N.D. 
Cal. Jan. 30, 2024); 
 

So, here is the key point 
 

— Under our forfeiture statute for money laundering, we are not limited to 
forfeiting the criminal proceeds being laundered 

 

— We can forfeit all “property involved” in the money laundering offense 

 

— Which can involve untainted property – or property from an unknown 
source – that is commingled with the criminal proceeds along the way 

 

— The next case is an even better example of this 

 

In United States v. 280 Virtual Currency Accounts, North Korean hackers, 
looking for assets to fund that country’s nuclear weapons program, gained 
access to cryptocurrency accounts at virtual currency exchanges and stole $50 
million in cryptocurrency. 
   

— They then laundered the stolen funds in various ways:  
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— by converting the stolen funds from one form of crypto to another 
(known as “chain hopping”);  
 

— by transferring funds to accounts opened with false or stolen Know Your 
Customer (KYC) information;  
 

— by using VPN providers to conceal the user’s location; and  
 

— by using Chinese over-the-counter traders to convert the crypto to fiat 
currency, knowing that the traders would not collect the legally required 
KYC information. 

 

The Government traced the stolen funds to 230 virtual currency accounts – many 
of which were overseas – and filed a civil forfeiture action against all of the funds 
in each of those accounts. 
   

— It then posted notice of the forfeiture on the Government’s internet site, 
and sent notice by email to more than one hundred email addresses 
associated with the alleged money laundering transactions.   
 

— When no one filed a claim, it moved for a default judgment. 
 

The court held that the Government’s efforts to provide notice satisfied the notice 
requirements in the federal rules  
 

— and that it had in rem jurisdiction over the defendant funds, including 
those located overseas, under 28 U.S.C. § 1355(b)(2).   
 

— With respect to the grounds for the forfeiture, it held that the complaint 
properly alleged that the stolen funds constituted the proceeds of wire 
fraud,  
 

— and that the subsequent laundering of the funds made them – and any 
commingled assets derived from other sources – subject to forfeiture 
under 18 U.S.C. § 981(a)(1)(A) as property involved in the money 
laundering offenses. 
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— Specifically, it held that the … 

 

• “chain hopping,”  
• use of false KYC information to open accounts, and  
• the use of traders who would not require KYC information when 

converting crypto to fiat currency in hundreds of transactions  
 

— all showed both knowledge that the funds were criminally derived and 
that the purpose of the transactions was to conceal their source. 
 

— Which made all of the funds forfeitable as property involved in money 
laundering  
 

• United States v. 280 Virtual Currency Accounts, 2024 WL 2049002 (D.D.C. 
May 8, 2024); 
 

Similarly, in United States v. 113 Virtual Currency Accounts, another set of 
North Korean operatives posed as potential customers of virtual currency 
exchanges in the United States and elsewhere.   
 

— By inducing the managers of the exchanges to download malware onto 
their systems, they gained access to the exchanges’ customers’ private 
keys,  
 

— and so, were able to steal hundreds of millions of dollars in virtual 
currencies 

 

— One exchange reported the loss of $250 million; others reported losses 
of $30 million and $48.5 million 

 

The thieves transferred the stolen currencies through a series of “peel chain” 
transactions whereby a fraction of the stolen money was “peeled off” at each 
step, and placed in another account.   
 

— Ultimately, however, most of the stolen money was deposited into 145 
virtual currency accounts in China held by co-conspirators.   
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— According to the Government, all of this was part of a scheme to use 
the stolen assets to fund North Korea’s nuclear weapons program. 

 

The perpetrators were indicted, but there was no chance of getting them into 
custody,  
 

— So, the Government filed a civil forfeiture complaint against the 145 
accounts,  
 

— and when no one filed a claim, the Government moved for a default 
judgment. 

 

After finding that notice by email to the addresses associated with the virtual 
currency transactions satisfied the notice requirements  
 

— and that it had jurisdiction to issue an order against foreign assets 
because at least some transactions in the conspiracy involved 
exchanges in the United States 

 

— The court held that the transmission of the funds through the “peel 
chain layering process” constituted money laundering because it 
concealed the source of the funds;  
 

— And consequently, that all property involved in the transactions, 
including any commingled funds from other sources, was subject to 
forfeiture as “property involved” in the money laundering offenses.  

 

• United States v. 113 Virtual Currency Accounts, 2024 WL 940141 (D.D.C. 
Mar. 5, 2024); 

 

Facilitation Cases 

 

So, we have seen two theories of forfeiture applied in cryptocurrency cases 

 

— That the money is proceeds of a fraud or theft (often established not 
with strict tracing but with circumstantial evidence) 
 

— And that it was involved in money laundering offense 
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In other cases, the Government has alleged that the cryptocurrency was 
intended to be used to commit a criminal offense in the future, 

— or to facilitate the commission of such an offense 

 

In United States v. Twenty-Four Cryptocurrency Accounts, federal agents 
investigating a child pornography website determined that the website was based 
in South Korea,  
 

— and using information obtained during a search by South Korean 
authorities, compiled a list of the website’s customer accounts.   
 

— the account information contained the unique Bitcoin addresses 
that each individual used to pay for downloaded pornographic material. 

 

Working backwards, and using the “blockchain” and subpoena returns from 
Bitcoin exchanges,  
 

— the agents were able to link the Bitcoin addresses used to pay for the 
downloaded material to Bitcoin “wallets” maintained in 24 accounts at 
three Bitcoin exchanges.    
 

— The Government then filed a civil forfeiture complaint alleging that the 
24 accounts were property used to commit a child pornography offense. 

 

The Government alleged that the bitcoin accounts that the account holders had 
used in the past to pay for child pornography, 

 

— were forfeitable as property used to commit a child pornography offense 

 

— the court accepted that as a valid basis for forfeiture, even though the 
funds in the account were not the funds used to pay for the child 
pornography 

 

— but the issue was not actually litigated, as no one filed a claim, and the 
court entered a default judgment against all 24 accounts 
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— The only issue that was discussed was the adequacy of the notice that 
the Government sent to the account holders 

 

To provide notice, the Government requested that each of the three Bitcoin 
exchanges provide the customer information that it was required to maintain 
under the applicable Know Your Customer regulations.   
 

— The Government then sent a certified letter to each physical address 
and notice by email to any account holder who did not have a physical 
address.   
 

— The court the court held that sending notice by email was sufficient 
because it was valid to assume that persons using the internet to pay 
for child pornography with bitcoins have a level of internet proficiency. 

• United States v. Twenty-Four Cryptocurrency Accounts, 2020 WL 
4049914 (D.D.C. July 20, 2020). 

 

— But the Government’s forfeiture theory was discussed in a similar case 
a year later 

 

In In the Matter of the Search of One Address, Homeland Security agents were 
investigating a marketplace on the “darknet” that distributed child pornography.   
 

— They used cryptocurrency to make undercover purchases of 
pornographic material from the website  
 

— and using blockchain analysis tools, were able to identify the 
cryptocurrency exchange that the website used to process sales. 

The agents then subpoenaed the exchange to reveal the identity and  location of 
a particular customer who had used the exchange to purchase child pornography 
with bitcoins,  

 

— and applied for a warrant authorizing the search of the customer’s 
residence and the seizure of all cryptocurrency and encryption keys that 
might be found there. 
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To issue the warrant to seize the cryptocurrency, the court had to find that there 
was probable cause to believe that any cryptocurrency that the agents found 
would be subject to forfeiture 

 

— in other words, it had to address the issue that the court in the other 
case had skipped over 
 

— is it sufficient to show that the cryptocurrency was in an account that 
was used in the past to pay for child pornography 

 

— The court held that it was 

It was true, the court said, that the bitcoins that had been used in the past to 
purchase child pornography would no longer be in the customer’s possession,  
 

— But the forfeiture statute for child pornography authorizes the forfeiture 
of property used or intended to be used to commit a child pornography 
offense 

 

— If the customer had used cryptocurrency in the past to purchase child 
pornography, the court said, it was reasonable to assume that he would 
do it again in the future  
 

— Why?  Because the anonymity of cryptocurrency “allowed the Subject 
to operate without fear of discovery.”  

 

— So the warrant was issued 

 

• In the Matter of the Search of One Address, 512 F. Supp.3d 23 (D.D.C. 
2021); 

Tracing Cases 

In the time remaining, I want to turn to the cases that discuss the adequacy of 
tracing cryptocurrency through the blockchain 

In United States v. All Cryptocurrency, Virtual Currency … and Other Things 
of Value, the Claimant and his co-conspirators perpetrated a “Crypto Website 
Spoofing Scheme”  
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— that involved the creation of a fake website that mimicked the website of 
a legitimate cryptocurrency exchange.   
 

— Customers of the legitimate exchange who conducted online searches 
for the exchange’s web address were directed to the fake website 
where they were told that their accounts were blocked and that they 
needed to reveal their account details and passwords to a “Customer 
Service Representative” to resolve the problem.   
 

— The conspirators then used the account information to steal 
cryptocurrency from the customers’ accounts,  
 

— laundered it through a “myriad of transactions,”  
 

— and ultimately placed it two cryptocurrency accounts at Binance  
 

The Government filed a civil forfeiture complaint against the defendant accounts 
alleging that they contained the proceeds of the scheme to defraud.  
 

— While the complaint explained the scheme in detail, it did not detail the 
blockchain analysis that the Government used to trace the Victims’ 
funds to the defendant accounts.   
 

— Rather, it alleged only that each Victim’s funds were transferred “to 
multiple decentralized cryptocurrency wallets under the control of [the 
conspirators],” commingled with other victim assets, and placed in the 
defendant accounts.  
 

Now, this case was contested and the claimant moved to dismiss the complaint,  
 

— arguing that the Government’s summary description of the means by 
which it traced the Victims’ funds through the blockchain to the 
defendant accounts did not provide him with enough information to 
have his own blockchain expert “conduct a backward tracing analysis of 
the assets.” 
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The court found that this presented a close question.   
 

— While it agreed with the Government that it was not necessary to set 
forth every detail of the blockchain analysis in the forfeiture complaint,  

— it held that “the complaint as currently written likely falls short of alleging 
sufficient facts about the flow of funds” to allow Claimant “to commence 
a meaningful investigation.” 
 

— so, the court denied the motion to dismiss without prejudice and gave 
the Government the opportunity to amend its complaint to set forth 
additional detail.   

The point is that in cryptocurrency cases, because of the complexity of the 
tracing analysis, 

— the Government must give the claimant some level of detail regarding 
the tracing of the defendant funds to the underlying crime.   
 

— for example, the court said, the Government might include “visual 
graphs” summarizing the blockchain analysis,  
 

— or it could provide additional details, such as the number of transactions 
that were involved in the movement of the funds, the dates of those 
transactions, and a general description of the flow of funds.  

 

• United States v. All Cryptocurrency, Virtual Currency … and Other Things of 
Value, 2024 WL 4284218 (W.D.N.C. Aug. 1, 2024); 

 

What all of these cases illustrate is the importance of the blockchain analysis 

 

— But is that analysis sufficiently reliable to be admissible as evidence? 

 

— The last two cases answer that question 

In In the Matter of the Search of Multiple Email Accounts, Defendants were 
arrested and charged with conspiring to launder 119,754 Bitcoins stolen from a 
Hong Kong-based virtual currency exchange.   
 

— Bitcoins valued at $3.6 billion were seized at the time of the arrest. 



19 
 

In the course of the investigation, federal agents applied for a warrant to search 

Defendants’ email accounts,  
 

— Why? To establish Defendants’ connection to the offense and to locate 
the virtual currency.   
 

— The magistrate judge issued the warrant accompanied by a detailed 
opinion setting forth the probable cause.    

The Government’s evidence was based on an analysis of the blockchain that 
was undertaken using commercially available software that detects “clusters” of 
seemingly unrelated transactions and links them together.   
 

— The court held that using such “clustering tools” to analyze the 
blockchain does not itself require a warrant because the blockchain is 
publicly accessible,  
 

— and that using the results of the blockchain analysis to establish 
probable cause is appropriate because the analysis is highly reliable. 
 

— Accordingly, the court held that there was probable cause to issue the 
warrants for Defendants’ email accounts.  
 

• In the Matter of the Search of Multiple Email Accounts, 585 F. Supp.3d 1 
(D.D.C. 2022); 

The same prosecutor brought another case before the same court two years later 

that raised the same issue with the court reaching the same result 
 

— But this was in a criminal case where the question concerned the 
admissibility of the blockchain analysis in a criminal trial 
 

In United States v. Sterlingov, the Defendant operated Bitcoin Fog, a bitcoin 
tumbling business that commingled bitcoin from different customers in pooled 
accounts  
 

— and then redistributed them to the customers, minus a fee.   
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— In so doing, he made it difficult for law enforcement to trace a given 
quantity of bitcoin to its original source.  
 

To prove the allegations in the indictment, the Government used Chainalysis to 
identify the 900,000 cryptocurrency addresses used by Bitcoin Fog to conduct its 
tumbling operation, and to link Bitcoin Fog to various darknet market sites.  

 

— Defendant moved to exclude the evidence obtained from Chainalysis 
on the ground that its software program, known as Reactor, is “junk 
science” and does not yield reliable results.   
 

— so, the court conducted a multi-day hearing to determine whether 
Reactor’s results were reliable. 
 

— Then in its opinion, it explained the various ways in which Reactor is 
able to link a given person or business to an otherwise anonymous 
cryptocurrency address.   

I am not going to go into that now, but the opinion explains it well and it is well 
worth reading 

— It is probably the best explanation of how blockchain analysis works 
and how its results can be verified 

 

• Among other things, the program looks at transactions where the same 
person is drawing cryptocurrency from multiple addresses at the same time, 
which gives rise to the assumption that the same person has the ”private key” 
to all of those addresses.  Thus, if the owner of one address is known, the 
owner of the other addresses is known as well. 

 

• Also, the court explained how Reactor looks for telltale signs that similar 
transactions are being conducted in the same way, thus indicating that the 
person conducting one transaction is likely the person conducting the other 
transactions as well. 

 

• the court also discussed how Reactor’s results are verified or corroborated by 
comparing the results with the information obtained via subpoena, searches 
of a suspect’s computer, undercover transactions, or information obtained 
from informants or other sources.   
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• According to the experts who testified at the hearing, there was never a time 
when the link provided by Reactor to a given individual yielded a false 
positive or was otherwise found to be incorrect. 

 

— The important point is that the court found that the data provided by 
Reactor that linked Defendant and Bitcoin Fog to the multitude of 
cryptocurrency addresses was “not junk science,”  
 

— but was sufficiently reliable to be admitted into evidence and presented 
to the jury.   

 

Defendant remained free to attack the evidence at trial through cross-
examination of witnesses and by presenting contrary evidence;  
 

— but it was nevertheless sufficiently reliable to be admitted into evidence 
and presented to the jury in a criminal case 

 

• United States v. Sterlingov, 719 F. Supp.3d 65 (D.D.C. 2024); 
 

Conclusion 

 

So, there you have it 
 

Over the past five years, federal prosecutors and law enforcement agencies have 
brought a large number of civil forfeiture actions against cryptocurrency involved 
in a variety of criminal offenses 

 

— and forfeitable under a number of theories 

 

The cases discuss the seizures of the currency, the notice requirements, the 
legal theories, and the blockchain analysis used to satisfy the tracing 
requirements 

 

— I recommend reading a few of these cases 

 

— And if you need any help in getting copies of them, just let me know 
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I and my colleagues as Asset Forfeiture Law stand ready to help you in any way 
that we can. 


